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OIIPEJAEJIEHUA

B HacrosleM [OKYMEHTE HWCHOJIB3YIOTCS CIEAYIOIIUEe TEPMUHBI M HX
ONpEICIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMAa— CHUCTEMa, COCTOAIIAs W3 NEpcoHana H
KOMIUIEKCA  CpPEACTB  aBTOMAaTH3allMM  €ro  JEITENBHOCTH,  pealu3yrolas
WH(OPMAIIMOHHYIO TEXHOJIOTHIO BHITIONHEHUS YCTAHOBJICHHBIX (DYHKITUH.

AyTeHTH(UKAUMUSA OTHPABUTEJNA [JaHHBIX— TMOATBEPKICHUE TOTO, YTO
OTHPABUTEND MTOTYYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.

be3onmacHOCTh MEPCOHAJNBHBIX JAHHBIX— COCTOSIHUE  3alIUIIECHHOCTU
MEPCOHATBHBIX  JAHHBIX, XapaKTePU3yeMOe  CIOCOOHOCTHIO  IOJIb30BATENEH,
TEXHHUYECKUX  CPEACTB U HMHPOPMALMOHHBIX  TEXHOJOTUH  OOECHeUHTh
KOH(PUACHIIMATBLHOCTD, LEIOCTHOCTh M JOCTYIMHOCTh NMEPCOHAIBHBIX JAaHHBIX MPU UX
00paboTke B MHGOPMAITMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX.

buomerpuyeckue  mnepcoHaJbHbIe  JaHHbIe—  CBEJACHHS,  KOTOPHIC
XapaKTepU3yrT (PU3NOIOTHYECKHE OCOOCHHOCTH 4YeJIOBEKa U Ha OCHOBE KOTOPBIX
MOXHO YCTaHOBUTH €ro JIMYHOCTh, BKJIIOYasi ¢oTtorpaduu, OTIEYATKH MaJIbIIEB,
oOpa3 ceT4YaTKu Trja3a, OCOOCHHOCTH CTPOCHUS Tela U JAPYrylo MOA00HYIO
uHdOpMaITHIO.

BioknpoBaHue nmepcoHAJbHBIX JAHHBIX— BPEMEHHOE TpeKpaleHue coopa,
CUCTEMATU3allMM, HAKOIUICHUS, WCIOJIb30BAHUS, PACIPOCTPAHEHUS, NMEPCOHATBHBIX
JTAaHHBIX, B TOM YUCJIC UX MEePEIauH.

Bupyc (KOMNBIOTEpPHBI, NPOrPaMMHBIN)— HCIOJIHAEMBIM NPOTrPaMMHBIN
KOJT WM MHTEPHPETHPYEMbIi HA0Op WHCTPYKIMMA, O0O0JaJaronuii CBOHMCTBAMHU
HECAHKIIMOHUPOBAHHOTO PACHPOCTpaHEHUs W caMoBocmpou3BeneHus. Co3qaHHbIE
TyONMUKaThl KOMIBIOTEPHOTO BHUpYyCa HE BCETJla COBIANAIOT C OPHUTHHAIOM, HO

COXPaHSIOT COCOOHOCTH K JalbHENIIEMy pacnpoCTpaHEHHIO U
CaMOBOCIIPOM3BEACHHUIO.
Bpenonocnass  mporpamma—  mporpamMma, — NpeJHa3HAY€HHas  JUIs

OCYUIIECTBJICHHUS] HECAaHKUMOHUPOBAHHOIO JocTyna W (WiIM) BO3JIEHCTBUSA Ha
NEepCOHAJIbHBIE JAaHHBbIE WM pecypchl MHGOPMAIMOHHOM CHCTEMbI MEPCOHAIBHBIX
JTAHHBIX.

BcnomoraresibHble TeXHHYECKHME CPEACTBA M CHCTEMbl— TEXHUYECKHE
CpEIICTBA M CHCTEMbI, HE MpeIHa3HAYCHHbIE IJIs nepefadr, oOpabOTKH M XPaHEHUs
NEPCOHAIBHBIX JIAHHBIX, YCTAHABIIMBAEMbIE COBMECTHO C TEXHUUYECKUMU CPEJICTBAMMU
U CHUCTEMaMH, NpeJHa3HAYeHHbIMU JUIsi 0OpabOTKU MEPCOHAIbHBIX JAHHBIX WM B
NOMELIECHNSAX, B KOTOPBIX YCTAHOBJIEHbl MH(OPMAIIMOHHBIE CHCTEMBI MEPCOHAIBHBIX
JTAHHBIX.



JlocTynl B ONEpauMOHHYI0 CpeAy KOMIbIOTepa (MH(OPMALMOHHONW CHUCTEMbI
MEePCOHAJIBHBIX JAHHBIX)— MTOJYYEHUE BO3MOKHOCTH 3aITyCKa HAa BBITOJHEHUE ILITATHBIX
KOMaHJ, (PYHKIUH, MPOIEAYP OMEPAIIOHHONW CHUCTEMbI (YHUUTOKCHHSI, KOTIMPOBAHMA,
NEPEMELICHUS U T.11.), UCTIOTHIEMBIX (PailJIOB IPUKIATHBIX IPOTPAMM.

Joctyn k wuH(poOpManuu— BO3MOXHOCTb IONy4YeHHs UHHQOpMALMU U €€
UICTIOJIb30BaHUS.

3ak1a04H0e YCTPOMCTBO— 3JIEMEHT CpEJCTBA CheMa HH(OpPMALMHU, CKPBITHO
BHEZIPSIEMbIN (3aKJ1a/IbIBAEMbIi MM BHOCHMBI) B MECTa BOSMOXKHOTO CheMa MH(pOpMAaIIUH
(B TOM 4HWCIIE B OrpakKI€HHE, KOHCTPYKIHIO, OOOpYJIOBaHHE, IPEIMEThl HHTEPHEPA,
TPAHCTIOPTHBIE CPEACTBA, @ TAKXKE B TEXHUYECKUE CPEACTBA M CUCTEMBI 00pabOTKH
uH(pOopMaIn).

Janmmaemasa  uHpopMammsi-  MHQOpMaIMs,  SIBISIOMIASCS — IPEIMETOM
COOCTBEHHOCTH M TO/JIEXKaIlasl 3allliTe B COOTBETCTBUU C TPeOOBAaHMSMU IIPABOBBIX
JIOKYMEHTOB WJIM TPEOOBaHUSMH, YCTaHABJIMBAEMbIMU COOCTBEHHUKOM MH(OPMAITIH.

Npenrundmranus — npucBoeHue CyobeKTaM M 00bEKTaM JI0CTyIa UAECHTU(PUKATOPA
U (WIM) CpaBHEHHE NPEIbABIAEMOr0 HACHTU(UKATOpa C TIEPEYHEM MPHUCBOEHHBIX
UJICHTU(PUKATOPOB.

NudopMaTHBHBIA  CHUTHAJI—  DJEKTPUYECKUE  CHTHAIBI,  AKYCTHYECKHE,
ANIEKTPOMArHUTHBIE U Apyrue (U3MYecKue MOJs, MO MapaMeTpaM KOTOPbIX MOXET ObITh
packpbITa KoHpHIEHITMATbHAs HHpOpMAaIMs (TIEpCOHAbHBIE TaHHBIE) 00pabaThiBacMasi B
MH(OPMALIMOHHOMN CUCTEME IEPCOHATBHBIX JaHHBIX.

Nudopmanuonnass cucrema mnepcoHanbHbiX JaHHbix  (MCIIIn)—
MH(OpPMAIMOHHAs CUCTEMA, MPECTABIAOMAs cCOO0M COBOKYIHOCTh MEPCOHAIBHBIX
JAHHBIX, coJiepKalluxcsa B 0a3e NaHHbIX, a TaKKe MH(OOPMAIMOHHBIX TEXHOJIOTUH U
TEXHUYECKUX  CPEACTB, MO3BOJSIIONIMX  OCYIIECTBISATH  0OpabOTKYy  TaKuX
NEPCOHAIBHBIX JIaHHBIX C MCHOJIb30BAaHUEM CpPEJICTB AaBTOMATH3alUUM WU 0e3
VCITOJIB30BAHUS TAKUX CPEJNICTB.

HNndopmanuoHHble TEXHOJOTHU— TIPOLIECCHI, METO/IbI TIOMCKA, cOOpa, XpaHEeHHs,
00pabOTKH, MPEAOCTABIICHHS, PACPOCTPAHEHHUSI THPOPMAITUH U CTIOCOOBI OCYIIIECTBICHUS
TaKHUX MPOILIECCOB U METO/IOB.

Hcnonb3oBaHne NEPCOHAJBHBIX [JAHHBIX— JICUCTBHUS (omepanuu) C
NEPCOHANILHBIMU JIAHHBIMU, COBEPIIIAEMbIE€ ONEPATOPOM B LIEISAX MPUHATUS PEIICHUN
WIM COBEPIUEHUS WHBIX JEUCTBUM, MOPONKIAAIOUMX HOPUAUNYECKHE MOCIEACTBUS B
OTHOILIEHUHU CyOBEKTa MEePCOHATIBHBIX JAHHBIX WU APYTUX JHII JINOO UHBIM 00pa3omM
3aTparMBaloIIMX MpaBa U CBOOOJBI CyObEKTa MEPCOHAIBHBIX JAaHHBIX WM JPYTHX
JULL.



HUcrounuk yrpo3nl  Oe3omacHocTd  uHGpOpMAIMU—  CYOBEKT  JOCTYIIa,
MaTepUasbHbI OOBEKT WM (PM3UUECKOE SBIICHHUE, SBIISIOLIAECS PUYMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacCHOCTH UH(DOPMALIUH.

KonTposmpyemasi 30Ha— NpOCTPaHCTBO (TEPPUTOPUS, 3IAHUE, YacTh 3IAHUS,
MIOMEIICHHUE), B KOTOPOM UCKITFOUEHO HEKOHTPOJIMPYEMOE MPeObIBAHNE MOCTOPOHHUX JIMII, &
TaKKE TPAHCHIOPTHBIX, TEXHUYECKUX Y UHBIX MaTePUATTbHBIX CPE/ICTB.

KondnaeHuuaabHOCTh MEPCOHATBHBIX JAHHBIX— 00s3aTeIbHOE IS COOJIO/ICHHUS
OIIEpaTopoM WM HHBIM TOJYYMBUIMM JIOCTYH K I€PCOHATBHBIM JIAHHBIM JIULIOM
TpeOOBaHME HE JIOIYCKATh MX pacHpocTpaHeHue Oe3 cornacusi CyObeKTa MepCOHATbHBIX
JAHHBIX WM HAJTMYMS HHOT'O 3aKOHHOTO OCHOBAHUSL.

MexcereBoil IKpaH— JIOKAIbHOE (OAHOKOMIIOHEHTHOE) WM (DYHKIMOHAIBHO-
pacrnpenielieHHOe  MpOrpaMMHOE  (IPOrpaMMHO-AINIapaTHOE)  CPEACTBO  (KOMILIEKC),
peaysyrolee KOHTposb 32 MH(pOpMAalLUeH, OCTYNAoIIe B UHPOPMAIIMOHHYIO CUCTEMY
NEPCOHAIIBHBIX JAHHBIX U (WJIM) BBIXOAIIEH U3 MHPOPMALIMOHHON CUCTEMBI.

Hapyumrens 0€30HaCHOCTH MEPCOHAIBHBIX JAHHBIX— (M3UYECKOE JIUIIO,
CIy4ailHO WA MPEIHAMEPEHHO COBEPIIAIOIIEE JICHCTBUS, CIEICTBUEM KOTOPBIX SIBIISAETCS
HapyIlieHHe Oe30MacHOCTH TEPCOHAIBHBIX JAHHBIX TMPU WX O0pabOTKE TEXHUYECCKUMU
CpelICTBaMU B MH(POPMALMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX.

HeaBTroMaTu3npoBanHasi 00padoTKa NMepCOHAJBHBIX JAHHBIX— 00paboTKa
NEPCOHAIBHBIX  JIaHHBIX,  COJAEpXKalUMXcd B  HMH(OPMALMOHHOW  cHUCTEME
NEPCOHAIBHBIX JaHHBIX JIMOO W3BJICYEHHBIX M3 TaKOM CHUCTEMBbI, CUYHUTAETCA
OCYLIECTBJIEHHOU oe3 UCITOJIb30BaHUS CpEACTB aBTOMATHU3ALUN
(HEeaBTOMAaTU3UPOBAHHOM), €CJIM TaKUe ACHCTBUSA C MEPCOHAIbHBIMU JAHHBIMH, Kak
UCIIOJIb30BAHUE, YTOYHEHHUE, paclpoCTpaHEHUE, YHHUTOXXEHHE MEePCOHAJIbHBIX
JAHHBIX B OTHOIIEHHHM KaXIOr0 U3 CYOBEKTOB TNEPCOHANBHBIX JIAHHBIX,
OCYULIECTBJISIOTCS IPU HENOCPEICTBEHHOM yYaCTHH YEJIOBEKA.

HenexapupoBaHHbie BO3MOKHOCTH— (DYHKIIMOHATIBbHBIE BO3MOXKHOCTU CPEZCTB
BBIUWCIIUTENBHOM TEXHWKW, HE OIMCAHHBIE WIA HE COOTBETCTBYIOIME OIMCAHHBIM B
JNOKyMEHTAallMM,  [PU  HCHOJB30BAHMM  KOTOPBIX ~ BO3MOXKHO  HapylLCHHUE
KOH(UISHITMATTBHOCTH, JOCTYITHOCTH WJIH IIEJIOCTHOCTH 00padaThiBaeMoi HH(PpOpMaITUy.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIMOHMPOBAHHBIC NEHCTBUS)— JTOCTYIl
K MH(OpMaMKU WM ASUCTBUS ¢ MH(pOpMALIMEH, HapylIalouMe MpaBuia pa3rpaHUyueHuUs
JIOCTYTa C MCHOJIb30BAHMEM IITATHBIX CPENICTB, MPEIOCTABISIEMBbIX HHPOPMALIMOHHBIMU
CUCTEMaMHU MEPCOHATBHBIX JaHHBIX.

Hocutens nHpopmammn— (u3nyueckoe JIMIO WM MaTepUATIbHBIA OOBEKT, B TOM
yucne (usndeckoe Mose, B KOTOPOM HMH(pOpMAIMs HAaXOJUT CBOE OTPAKEHUE B BUIC
CHMBOJIOB, 00pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHUH M IMPOLIECCOB, KOIMYECTBEHHBIX
XapaKTEePUCTUK (PU3UUECKUX BEJIMYHUH.



O0e31MYUBaHUE MEPCOHATBLHBIX JaAHHBIX— JCHCTBUS, B pE3yIbTaTe KOTOPHIX
HEBO3MOKHO OIPENCTUTh TMPHUHAIIC)KHOCTh TMEPCOHATBHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHAIBHBIX JTAHHBIX.

O0paldoTKa NMEePCOHAJIBLHBIX JAHHBIX— JCUCTBUS (ONEpaIyu) ¢ MNepCOHATLHBIMU
JAHHBIMM, BKJIIOYas cOOp, CHCTEMaTu3alliio, HAaKOIUIEHHE, XpaHEHUE, YTOYHEHHE
(oOHOBNIEHHE, U3MEHEHNE), UCIIOIb30BaHUE, PACIIPOCTPAHEHUE (B TOM YHCIIE Tepeaady),
o0e3nurBaHue, OJI0KUPOBAHNE, YHUUYTOKEHUE TIEPCOHATBHBIX JJAHHBIX.

OO0men0cTYyNNHbIE MEPCOHATBHBIE JaHHbIE— ITEPCOHAIBHBIC JaHHBIC, TOCTYII
HEOTPAHUYEHHOTO Kpyra JIHIl K KOTOPBIM MPEIOCTAaBIEH C COTJIacusi CyObeKTa
MEPCOHANBHBIX JaHHBIX WM Ha KOTOPbIE B COOTBETCTBHH C (emeparbHbIMU
3aKOHAaMH HE pacIpoCTpaHsaeTcs TpeOoBaHHUe COOMI0ICHUS KOHPUACHIINATHHOCTH.

Omneparop (mepcoHANILHBIX  JaHHBIX)—  TOCYJapCTBEHHBIA  OpraH,
MYHUIMIIATGHBIA OpraH, I0pUIMUYEcKoe WM (HPU3MUECKOE JIMI0, OPraHu3yrolee U (Min)
OCYIIECTBIISIOIIEE 00pabOTKy MEPCOHATBHBIX JaHHBIX, a4 TAKKE OMPENCISIONIUE 1IeTU U
cojiepkanre 00pabOTKH MEPCOHANBHBIX TAHHBIX.

Texnnveckne cpeacrBa HHGPOPMANMOHHON CHCTEMBI NEPCOHAILHBIX
JAHHBIX— CPEACTBA BBIUMCIUTEIBHON TEXHUKH, WH(POPMAIMOHHO-BBIUYUCIATEIIHHBIC
KOMIUIEKCHI U CETH, CPE/ICTBA M CHCTEMBI TIepeiaun, ipueMa u oopadotku I1/1H (cpenctsa u
CUCTEMBbl 3BYKO3aIlUCH, 3BYKOYCWJICHUSI, 3BYKOBOCIPOM3BEIEHUS, IIEPETOBOPHBIE U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEACTBA HM3TOTOBJICHMS, THPAKUPOBAHUS JTOKYMEHTOB W
JpyrHe TEXHUUYECKHUE CPENICTBa 0OpabOTKU PEeUueBOM, rpaduyeckoi, BUICO- U OyKBEHHO-
mdpoBoit HHPOpMaIK), TPOrPaMMHBIE CPEICTBa (OINEPAIIMOHHBIE CHCTEMBI, CUCTEMBbI
yIpaBieHus: 0a3amMu JaHHBIX W T.I.), CPEACTBA 3aIUTHl MH(MOPMALIH, TIPUMEHSEMbIC B
MH(POPMALIOHHBIX CUCTEMAX.

IlepexBar (mHopManuM)— HENpPaBOMEPHOE TMOJydyeHHE HUHGPOpPMAIUU C
UCIOJIb30BaHUEM TEXHUUYECKOTO CPEJICTBA, OCYIIECTBIISIONIEIO OOHAPYKEHUE, TPUEM
1 00pabOTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble  gaHHbIe— Jr00as  wHGOpMANUs, OTHOCSMIAsICSd K
OTIPEICIICHHOMY WJIHM  ONpElesieMOMY Ha OCHOBAaHMM TakoWl  uH(popmarmu
buzndeckomMy JHIy (CyOBEKTY MEepPCOHATBHBIX JIaHHBIX), B TOM YMCJIE €ro dhaMuIus,
UMSsI, OTUYECTBO, TOJI, MECSAII, JaTa U MECTO POXKIIECHUS, apec, CEMEIHOe, COITMAIbHOE,
UMYIIECTBEHHOE TOJIOKEHHEe, oOpa3oBaHme, mpodeccus, HOXOIbl, Apyras
uH(popmarus.

[To0o4HbBIE 3IeKTPOMATHUTHBIE U3JIyYeHHS U HABOJKH— DJIEKTPOMArHUTHBIC
U3ITy4eHUS TEXHUYECKHX CpelncTB o0paboTku  3amuiiaeMor  uH(opmarmm,
BO3HUKAIOIME KaK MOOOYHOE SIBJICHUE W BBHI3BAHHBIC DJCKTPUUCCKUMH CHUTHAIAMH,
JNEUCTBYIOUIMMUA B HMX OJJEKTPUYECKUX M MArHUTHBIX IENsX, a TaKxke



AJEKTPOMArHUTHBIE HABOJIKM ATUX CHUTHAJIOB HAa TOKOIPOBOMSIINE JIMHUH,
KOHCTPYKIUHU U LETH MUTaHUS.

IonuTHKa «YHUCTOr0 CTOJIA»— KOMILIEKC OPraHU3allMOHHBIX MEPOIMPUSATHH,
KOHTPOJIUPYIOIHUX OTCYTCTBHE 3alUCHIBAHUS HAa OyMa)KHbIE HOCHTEIN KIIOUEH WU
aTpuOyTOB JlocTyna (TapoJsiei) U XpaHeHUs uX BOJM3U 00BEKTOB JOCTYIIA.

IMoab30oBaTesb HHMPOPMANMOHHON CHCTEMbI MEPCOHAJIbHBLIX JAHHBIX—
JUI0, ydYacTBywooliee B  (YHKUIMOHUPOBAHUU  HUH(POPMAIMOHHOM  CHUCTEMBI
MIEPCOHATBHBIX JAHHBIX WIIA UCIIONB3YIOIIEE PE3yIbTaThl €€ (PYHKITMOHUPOBAHMSI.

IIpaBuia pa3rpaHuyeHust A0CTyNa— COBOKYITHOCTb MpaBul,
pErIaMEHTUPYIONIUX IpaBa JOCTyIa CyOhEeKTOB JOCTYIAa K 00bEKTaM JOCTYyTIA.

IIporpamMmmuas 3akjagka— KOJ NPOrpaMMbl, MPEAHAMEPEHHO BHECCHHBIA B
POrpaMMy C IEIbI0 OCYIIECTBUTHh YTE€UKY, U3MEHHUTh, OJIOKUPOBATh, YHUUTOXHTh
uHOOPMAIUIO WIM YHUUYTOXHUTh U MOAUGUIMPOBATH MPOTPAMMHOE OOecreueHue
WHOOPMAIIMOHHONW CHCTEMBbl TMEPCOHAIBHBIX JAaHHBIX U (WIKM) OJIOKUPOBATH
anrapaTHbIE CPEACTBA.

IIporpammHoe (mporpaMmmMHoO-MaTeMaTH4YeCKoe) BO3/JelicTBHEe—
HECAHKIIMOHUPOBAHHOE  BO3JICMCTBUE  HA  pPECypChl  aBTOMATU3UPOBAHHOM
MH(POPMAITMOHHON CHUCTEMBI, OCYIIECTBIIIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
IpOrpamMM.

PackpbiTHe MNEpPCOHANBHBIX [AHHBIX— VYMBIIUICHHOE WIH CIy4ailHOE
HapylieHne KOH(OUICHIINATLHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nmepcoHAJbHBIX JTaHHBIX— JICHCTBUS, HAlpPaBJICHHbIE Ha
nepeadyy MEepCOHAIbHBIX  JIAHHBIX  OMNpEJeJeHHOMY Kpyry Jui (mepemgada
MEePCOHATBHBIX JIAHHBIX) WJIM Ha O3HAKOMJICHHE C MEPCOHAIBHBIMU JIaHHBIMU
HEOTPAHUYEHHOTO KpyTa JIUII, B TOM YKCJie OOHApOJOBaHUE NMEPCOHATBHBIX JTAHHBIX B
CpelIcTBax  MaccoBoil  mHpOpMaIMK,  pa3MelieHue B HH(POpPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIH MPEAOCTaBICHUE JOCTyNa K MEPCOHAIbHBIM
JTAHHBIM KaKHUM-JIN0O UHBIM CITIOCOOOM.

Pecypc MHpOpManMOHHON CHCTEeMbl— MMEHOBAHHBIM 3JIEMEHT CUCTEMHOTIO,
MIPUKJIATHOTO VI arrapaTHOro oOecrieueHus (YyHKIMOHUPOBAHUS
MH(OPMAIMOHHON CHCTEMBI.

CneumnajibHble KATErOpUuM TMEPCOHAJIBHBIX [aAHHBIX— TEPCOHAJIbHBIC
JIAHHBIE, KaCaroIIUECs PACOBOM, HAUMOHAJIBHOM NPUHAIJIEKHOCTH, IMOJIUTHYECKUX
B3TJISIZIOB, PEMTHO3HBIX WM (PHIIOCOPCKUX YOCKICHHM, COCTOSHUS 3I0POBbS U
WHTUMHOM JXKM3HU CyOBEKTa MePCOHANTBHBIX TAHHBIX.

CpencrBa BBIMHMCJINTEIbHOM TEXHUKHM— COBOKYIHOCTh MPOrPAaMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CHUCTEM OOpabOTKM JaHHBIX, CIHOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYTUX CUCTEM.



CyOobekT pocryna (Cy0bekT)— JMI0 WIA THpolecc, JCHCTBUS KOTOPOro
pEryIaMEHTUPYIOTCS IPaBUJIAMH pa3rpaHUYEHUs AOCTYIA.

TexHuyeckul KaHal yTedKM MH(OPMAUMM— COBOKYIIHOCTb  HOCHTENS
uHpopMarmu  (cpenctBa  00pabOTKM),  (DU3MUECKOM  Cpembl  PAaCHpPOCTPAHEHUS
MHQOPMATUBHOTO CHUTHAJla MW  CPEICTB, KOTOPHIMU JIOOBIBaeTCA  3aluiiaeMast
uHbOopMaIus.

TpancrpanuyHas  mepexada  NEpPCOHANBbHBIX  JAHHBIX—  [€peaada
IIEPCOHAIBHBIX JAHHBIX OIEpaTOpoM depe3 I'ocyaapcTBeHHyI0 rpanuny Poccuiickon
denepanu  OpraHy BJIacTH HMHOCTPAHHOTO TOCYAapCcTBa, (UIUYECKOMY WITU
IOPUIUYECKOMY JIUIY HHOCTPAHHOT'O TOCY1apCTBa.

Yrpo3sl 0€30IaCHOCTH NEPCOHAIBHBIX JAHHBIX— COBOKYITHOCTh YCJIOBUM U
(akTOpOB, CO3AAIOIIMX OMNACHOCTh HECAHKLIMOHWPOBAHHOTO, B TOM YHCJE CIIy4aiHOTO,
JIOCTYIIA K IEPCOHAIBHBIM JTaHHBIM, PE3YJITATOM KOTOPOI'O MOXKET CTaTh YHUYTOXKECHUE,
U3MEHEHNE, OJIOKMPOBaHUE, KOIMPOBAHHUE, PACHPOCTPAHEHHUE MEPCOHATBHBIX JAHHBIX, a
TAKXKE MHBIX HECAHKIMOHMUPOBAHHBIX JNEHUCTBHUI MPU UX OOpPabOTKE B MH(POPMALMOHHON
CHCTEME TIEPCOHATBHBIX JTAHHBIX.

YHMYTOKEHHE TEePCOHANBHBIX [AHHBIX— JICHCTBHSA, B peE3yJbTaTe KOTOPBIX
HEBO3MOYKHO BOCCTAHOBUTH COJIEP)KAHHUE TEPCOHATBHBIX JAHHBIX B HWH()OPMAIMOHHON
CHUCTEME NEPCOHAIBHBIX JIAaHHBIX WM B PE3YJIbTaTe KOTOPBIX YHHUTOXKAOTCS
MaTepHaJIbHbIE HOCUTENIN NTEPCOHAIBHBIX TAHHBIX.

Yreuka (Gamumaemoil) wuHGoOpMamMM MO0  TEXHUYECKMM  KaHAJIAM—
HEKOHTPOJIMPYEMOE ~ PACIpOCTpaHeHHEe HHQPOpPMAIMM OT HOCHUTENS  3alIMIIAeMOi
uHpopMamK yepe3 (PU3MUECKYIO Cpely 10 TEXHUYECKOTO CPEJCTBA, OCYILECTBIIIOIIETO
nepexBaT UHPOpPMaLIUU.

Y3BUMOCTB— €1a00CTh B CPEJICTBAX 3aIIUTHI, KOTOPYIO MOXKHO MCHOJIb30BATh IS
HapyIIEHHUs CUCTEMBI WM COJICpIKaIlIeiicsi B Hel MH(pOpMAIIUK.

HesocTHocTh MHGOPMAIMU— CIIOCOOHOCTh CPEACTBA BBHIYHUCIUTEIIHHON TEXHUKU
WIM aBTOMAaTU3UPOBAaHHOM CHUCTEMbl OOeCHeurBaTh HEM3MEHHOCTh HH(GOpPMAlMK B
YCIIOBHSX CITy9altHOTO W/WJTH MTPEAHAMEPEHHOTO HCKKEHUS (Pa3pyICHHS ).



OBO3HAYEHUA U COKPALLIEHUA

ABC— aHTUBHpYCHBIE CPEACTBA
APM—aBTroMaTU3MpOBaHHOE pabouee MECTO

BTCC- BcrioMorarenbHbIE TEXHIYECKHE CPEJICTBA U CUCTEMBI
NCI1 - nadopmatimoHHas cucteMa nepcoHaIbHbIX JAHHBIX
K3- xonTponupyemas 30Ha

JIBC— nokaJibHasi BBIYMCIIUTENIbHAS CETh

HC/I- HeCaHKIIMOHMPOBAHHBIN TOCTYTI

OC- onepaiioHHas cucrema

[1/I5— nepcoHalIbHbIE TaHHbIE

[IMB- niporpaMMHO-MaTeMaTHYECKOE BO3ACHCTBHE

[1O— nporpammHoOe obecrieueHue

[IOMHMH- no0oYHBIE ATEKTPOMArHUTHBIE U3ITyYE€HHS U HABOJIKU
CA3- cucrema aHanmsa 3allMIIEHHOCTH

C3U- cpenctsa 3amuThl HHGOPMAITUH

C3I1/JIu— cuctema (mocucTemMa) 3aiuThl IEPCOHATBHBIX JTAHHBIX
COB- cucrema oOHapy)eHUS BTOPKCHHM

TKY - Texanueckue KaHaibl yTeUKr HHGOPMAIU

VYBITIs— yrpo3bl 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX



BBEJAEHHUE

[TonmuTuka pa3zpaboTaHa B COOTBETCTBUU C LENSIMHM, 33Jla4aMH U MPUHIMIIAMU
oOecrnieueHnss 0€30MaCHOCTH MEPCOHAJIBHBIX JIAHHBIX M3JI0KEHHbIX B KoHuenuuun
uH(pOpMallMOHHOHM Oe3omacHOCTH MuHHUCTEpCTBAa 00pa3oBaHus U Hayku PecryOsnku
Bypstus. Ilonutuka pazpabotaHa B COOTBETCTBUU C TpeOoBaHHsAMHU DenepanbHOro
3akoHa ot 27 urosg 2006 r. Nel152-@3 «O nepcoHANbHBIX TaHHBIX» U TOCTAHOBJICHUS
[IpaButensctBa Poccuiickoit ®eneparuun ot 1 HoAO0ps 2012 1. Ne 1119 «O6
YTBEPXKACHUM TPeOOBaHUM K 3alIUTE MEPCOHAJBHBIX JAHHBIX MPU MX 00pabOTKE B
MH(POPMAILIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JaHHBIX» U JP.

B Tlomutuke omnpenenensl TpeboBanusi k mnepconany WCIIIH, cremneHb
OTBETCTBEHHOCTH IEPCOHANA, CTPYKTypa U HEOOXOAUMBINH YPOBEHb 3aIIMILEHHOCTH,
CTaTyC U JIOJXKHOCTHBIE O0S3aHHOCTH COTPYITHHKOB, OTBETCTBEHHBIX 32 0OeCIeueHnue
oe3onacHocTy nepcoHanbHbIX JaHHbIX B UCII[IH Munoopuayku Pb.



1. O01IMe mo10KeHus

Llenwro HacTosmiei [lomuTnky sBaseTcs oOecIeueHre 0€30I1aCHOCTH 00OBEKTOB
3anuThl MunoOpHayku PB oT Bcex BHIOB yrpo3, BHEIIHUX W BHYTPEHHUX,
YMBIIUICHHBIX W HENpPeJHAMEPEHHbIX, MUHUMM3ALMS yliepda OT BO3MOXKHOU
peanuzaruu yrpo3 6ezomacHoctu I11u (YBII/IH).

be3omacHOCTh MEpPCOHANBHBIX JIAHHBIX JOCTUTAETCS MYTEM HCKIIOYECHUS
HECAaHKI[MOHUPOBAHHOTO, B TOM YHCJE CIYy4alHOTO, JOCTyIla K IEepPCOHAIbLHBIM
JAHHBIM, PE3YJIbTATOM KOTOPOTO MOXET CTaTh YHUYTOKEHHE, W3MEHECHHUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JTAHHBIX, a TaKKe
WHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUM.

Nudopmaiuss 1 CBS3aHHbIE C HEH pecypchl JOMKHBI OBITh JOCTYIHBI TSI
aBTOPU30BAHHBIX MOJb30BaTened. JIOIDKHO  OCYIIECTBIATHCS  CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIT/H.

Cocra UCII[IH nognexanmx 3anure, npeacrasieH B Otuere o pe3yibrarax
MIPOBEJICHUSI BHYTPEHHEN TPOBEPKH.

CocrtaB 00BEKTOB 3alllUTHl TpejacTaBieH B [lepeuHe mepcoHaIbHBIX JTaHHBIX,
MOJJIEAKAIINX 3aITUTE.



2. O0aacTh neicTBUA

TpebGoBanus Hacrosuieil [IoTUTHKHA pacIpOCTPAHSIOTCS HA BCEX COTPYIHUKOB
Muno6puayku PB (mtaTHeiX, BpeMEHHBIX, pabOTAIONINX MO KOHTPAaKTy U T.I.), a
TaK)K€ BCEX MPOYMUX JIML (MOAPSIUUKH, ayJUTOPHI U T.I1.).



3. CucteMa 321U THI NEPCOHATBHBIX TAHHBIX

Cuctema 3amuThl nepcoHanbHbiX AaHHBIX (C3I1/IH), cTpOUTCS Ha OCHOBAHUM:
- OTyeTa 0 pe3yJsibTaTax NPOBEICHUS BHYTPEHHEU MPOBEPKHU;
- IlepeuHs mepcoHATbHBIX JIAHHBIX, TOJICKAIIUX 3AIUTE;

- AkTa k1accudukay MHQOPMAITMOHHON CUCTEMBI IIEPCOHATBHBIX JIAHHBIX
- Monenn yrpo3 0€30I1aCHOCTH HEPCOHAILHBIX JaHHBIX
- PykoBogsamux 1okymeHToB @PCTIK u ®Ch Poccun.

Ha ocHOBaHuMM 3THUX JIOKYMEHTOB OIpPEACISICTCS HEOOXOAMMBIN ypOBEHB
3ammumieHHoctn  kaxnaon HCII[n wmuaucrepctBa. Ha ocHOBanum aHanmusa
aKTyalbHbIX yrpo3 Oe3omacHoctu I1/lH, onmrcanHoro B Mojaenu yrpo3, u Otdera o
pe3yJibTatax MpPOBEACHUS BHYTPEHHEM NIPOBEPKU [I€NIA€TCS  3aKIIOYEHHE O
HEOOXOJMMOCTH HCIIOJIb30BAHUSI TEXHUYECKUX CPEJACTB U  OpraHU3alMOHHBIX
MeponpuaTuii st odecniedeHus: 6ezonacHoctu [1/1H.

Hns xaxmgoit UCIIJIH nokeH OBITh COCTABJIEH CIHCOK HCIHOJIb3YEMbIX
TEXHUYECKUX  CPEACTB  3alluThl, a TakKe NporpaMMHOro oOecrnedyeHus
ydacTBytoiero B 00padotke I1/1H, Ha Bcex anementax MCITIH:

- APM nonwk3oBarenei;

- CepBepa NpUII0KEHUN;

- CYB/;

- I'pannna JIBC;

- KananoB mepemaun B ceTu 00IIEro MOJB30BaHUS U (WMJIM) MEXIYHAPOIHOTO
oOMeHa, eciu o HuM niepeaarorcs [1/1H.

B 3aBucumoctn ot ypoBHs 3ammmieHHoctH MCIIJIH m akTyanbHBIX yrpos,
C3IIIH MOKeT BKIIKOYATh CIEAYIOIINE TEXHUUECKHUE CPEICTBA:

- aHTUBUPYCHBIE CPEJICTBA JIsl pa00OYUX CTAHIMI MOJB30BaTENIel U CEPBEPOB;

- CPEACTBA MEKCETEBOI0 SKPAaHUPOBAHUS;

- cpencTBa  Kpunrtorpaduuecko 3ammThel  MHGOpPMAIMM, TpU Tepeaade
3aIuIaeMoi HHGOPMAIIUK 110 KaHajlaM CBS3H.

Tak e B CHOHCOK [JIOJDKHBI OBITh BKJIIOYEHBl (DYHKIMH  3allUThI,
oOecrieunBaeMble IITaTHBIMH cpeactBamMu oOpabotku [IJI[H omnepanMOHHBIMU
cucremamu  (OC), npuxnagaeiM [0 wu  cnenMaJbHBIMH  KOMIUJIEKCAMH,
peanu3yronMMu cpencTBa 3amuThl. CiucoK (PYHKITUI 3alTUThI MOKET BKIIOUATH:

- YIIPABJICHUE U pa3rpaHUUYEHUE JIOCTYyNa MOJIb30BaTEIICH;

- pEeruCTpaIyio 1 y4eT JeHCTBHM ¢ nH(pOopMaluei;

- o0ecrneueHNe EIOCTHOCTU JaHHBIX;

- oOHapyXeHUI BTOPIKEHUI.



Crmmcok HCIOJBb3YCMbIX TCXHHYCCKHX CpPCACTB OTPAKACTCA B [Inane
MCDOHDI/IHTI/Iﬁ 110 00ECIICUCHUIO 3allIMThl  IICPCOHAJIBHBIX  JAAdHHBIX. Crmcok

WCMOJIB3YEMBIX CPEACTB JOJDKEH MOANEPKUBATHCS B AKTyaIbHOM COCTOSIHUM. [lpum
M3MEHEHHM COCTaBa TEXHUYECKUX CPEICTB 3amuThl uinud 3nemeHtoB WCIIH,
COOTBETCTBYIOIIME M3MEHEHUS JOJKHBI ObITh BHECEHBI B CIMCOK W YTBEP)KICHBI
pykoBogutesem [I'KYCO BO IOIICPIIH wnu aunoM, OTBETCTBEHHBIM 3a
obecrieuenue 3amuThl I1/]H.



4. TpeooBanus k noacucremam C3I1/In

C3I1/Ix BrIIIOYAET B ce0s1 CAEAYIONIUE TTOACUCTEMBI:
- YIIpaBJIEHUS JOCTYIIOM, PETUCTPAIIUN U yUETa;

oOecrieueHu HEJIOCTHOCTHU U JOCTYITHOCTH,

aHTHBHPYCHOﬁ 3alIUThI,

MCIKCCTCBOI'O OKPAHHUPOBAHUS

dHaJIN3a 3alllUIIICHHOCTH,

OOHapyXEHUSI BTOPKECHUII;

KpUNTOorpaduuecKoi 3aliuThl.
[Toncucremsr C3II[IH uMMEOT pa3nuyHbld (QYHKUHOHAT B 3aBUCUMOCTH OT
ypoBHsi 3amuineHHoct  HWCIIJIH, omnpenenenHoro B AkTe KiaccubuKaluu

UHOOPMAITMOHHOW  CUCTEMBI _MEPCOHANBLHBIX  AaHHBIX. CHUCOK COOTBETCTBUS
bynkuumii noacuctem C3I1JIH ki1accy 3amuIeHHOCTH npeacTaBieH B [Ipunoxenun.

4.1 HOI{CHCTeMbI yYHanpaBJc€HUA J0CTYIIOM, PETUCTPAlUHA M YUI€Ta

[loncucrema ympaBiieHHsI TOCTYNOM, PETUCTPAllMM W ydeTa MpeAHa3HaueHa
JUISL peau3aliu ClAeayommuX QyHKIUI:

- UICHTU(PUKALMU U POBEPKA MNOMJIMHHOCTUA CYOBEKTOB JOCTYIA MPHU BXOJE B
NCII/H;

- UICHTU(GUKAMU TEPMHHAJIOB, Y3JIOB CETH, KaHAJIOB CBSI3M, BHEUIHUX
YCTPOWMCTB I10 JIOTUYECKUM HUMEHAM;

- UICHTU(PUKAIIMA TIPOrpaMM, TOMOB, KarajoroB, (ailyioB, 3amucei, moiein
3arMcei Mo UMEHaM;

- perucTpaiu Bxoaa (BbIxoAa) CyObEKTOB JOCTyINA B CUCTEMY (M3 CUCTEMBI),
aM00 pEerucTpaluy 3arpy3kKd W HMHHUIMAIA3AIUU ONEPALMOHHONM CHUCTEMBI U €€
OCTaHOBA;

- peTuCTpaly MONBITOK JOCTyla HPOrPpaMMHBIX CPEACTB (IIporpamm,
MPOIIECCOB, 3a/1a4, 3a/IaHMI ) K 3alUIIaeMbIM (aiinam;

- perucTpaluy MONBITOK JO0CTyNa IMPOTPAMMHBIX CPEICTB K TEPMHHAJIAM,
KaHaJlaM CBS3H, POrpaMMaM, TOMaM, Katajnoram, (paiiiaM, 3arucsim, mojsiM 3armcen.

[loncucrema ympaBiaeHUs] TOCTYIIOM MOXKET OBITh peaju30BaHa C MOMOUIBIO
mTaTHbIX cpenctB oOpadboTku I1/1H (onepannonHbix cuctem, npuioxkeHui u CYB/I).
Tak >xe MoxeT OBbITh BHEIPEHO CIEUUAIbHOE TEXHUYECKOE CPEACTBO MM HX
KOMIUJIEKC ~OCYUIECTBIISIOIINE JOMOJHUTENbHBIE MEpPhl M0 ayTeHTU(UKAUUU HU
KOHTposto. Hanpumep, mNpuUMEHEHUE €OUHBIX XPAHWIWIL YYETHBIX 3amucei
MOJIb30BATENEH U PETUCTPALIMOHHON HHPOPMAIIMH, UCTIOIb30BaHNE OMOMETPHUECKIX



U TEXHUYECKUX (C TOMOIIBIO 3JIEKTPOHHBIX MPOMYCKOB) MEp ayTeHTU(UKALUU U
JIPYTUX.

4.2. IToacucrema odecnevyeHUsi HEJTOCTHOCTH M TOCTYITHOCTH

[Toncucrema obecriedeHust EIOCTHOCTA M JIOCTYIMHOCTH TpEIHAa3HAuYeHa s
oOecrieyeHusi 1EJIOCTHOCTU W jAocTynHocTH [IJ[H, mporpaMMHBIX W amnmapaTHBIX
cpenctB UCII/IH MUHUCTEpPCTBA, a TaK K€ CPEIACTB 3alUTHI, NIPU CIYyYANMHON WIH
HaMEPEeHHOI Moau(UKaIIHH.

[Toncucrema peannsyercs ¢ IOMOIIBIO OPTaHU3ALMN PE3EPBHOTO KOMUPOBAHUS
o0pabaTbIBa€MbIX JaHHBIX, a TaKXKE pPE3EPBHUPOBAHUEM KIIOUEBBIX JJIEMEHTOB
NCIIdn.

4.3. Iloacucrema aHTUBUPYCHOI 321U THI

[loncucremMa aHTHUBUPYCHOM 3alllUThl TIpelHa3HaueHa Juis oOecreueHus
AHTUBUPYCHOM 3aIUTHI cepBepoB U APM mnonb3oBareneii MUHUCTEPCTBA.

CpencrtBa aHTUBUPYCHOW  3alllUThl  MPEAHA3HAYEHBl I peaau3aluu
CIENYIOIMMX (PYHKITHN:

- PE3UICHTHBIA AHTUBUPYCHBI MOHUTOPUHT;

- QHTUBUPYCHOE CKaHHUPOBAHUE;

- CKpUNT-OJIOKUPOBAHHE;

- IICHTPAJIM30BAHHYIO/YIAJICHHYIO YCTAaHOBKY/ICMHCTAIUIALINIO aHTUBUPYCHOTO
MPOJIyKTa, HACTPOMKY, aAMUHUCTPUPOBAHKE, MIPOCMOTP OTUYETOB U CTATUCTHUYECKOM
uHdopmaruu 1o padboTe MPOayKTa;

- aBTOMATU3UPOBAHHOE OOHOBJICHUE AHTUBUPYCHBIX 0a3;

- OTPAaHWYCHHE TIPaB MOJb30BATENII HAa OCTAHOBKY HWCIOJHAEMBIX 3a1a4 M
M3MEHEHHs] HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOI0 00€CIIEUEHHUS;

- AaBTOMAaTUYECKHUI 3aIyCK Cpa3y MOCJIE 3arpy3Ku ONEPALMOHHON CUCTEMBI.

[ToacucremMa peanusyeTcs MyTeM BHEAPEHUS CIENHATbHOTO aHTUBUPYCHOIO
nporpammHoro ooecneuenus Ha snemeHTsl UCII/IH B MuHUCTEpCTRBE.

4.4. TloacucreMa MeKCeTEeBOI0 IKPAHUPOBAHUS

[ToncucreMa MeEXCETEBOTO SKPAHUWPOBAHMS TMpeAHA3HAYCHA Ui pealu3aluu
CIEYIOIMMX (PYHKITHN:

- GUIABTpALIMK OTKPHITOTO U 3amu(poBaHHOro (3akpbiToro) IP-rpaduxa;

- puKcal BO BHYTPEHHUX JKypHajlaX HWHGOpPMALMU O MPOXOIAIIEM
OTKPBITOM U 3aKpbIToM [P-Tpaduke;



- UIeHTU(UKAUY U ayTeHTU(PUKALMIO aJMIHUCTPATOPa MEXKCETEBOTO IKpaHa
IIPH €r0 JIOKAJIBbHBIX 3alIpocax Ha JOCTYII;

- perucTpauy BxoAa (BbIXOAA) aIMHUHHUCTpPATOpa MEXKCETEBOrO0 3KpaHa B
cucteMy (M3 cHUCTeMbI) JHOO 3arpy3kd ¥ HHULMAIU3AIUU CHCTEMbl U €€
IPOrpPaMMHOIO OCTAaHOBA;

- KOHTPOJIS LEJOCTHOCTH CBOEH IPOrpaMMHON U MH(POPMAIIMOHHON YacTH;

- (UIIBTpaLIMY MMAKETOB CIIY’>KEOHBIX NMPOTOKOJIOB, CIIYKALLUX JJI TUArHOCTUKU
U YIIpaBlIeHUs1 pabOTOIl CETEBBIX YCTPOICTB;

- QUIBTpallMK C YYETOM BXOAHOTO M BBIXOJHOTO CETEBOro HMHTepdeiica Kak
CpelICTBa MPOBEPKH MOAJIMHHOCTH CETEBBIX A/IPECOB;

- PETUCTpAIH U YUeTa 3apalliBaeMbIX CEPBUCOB MPHUKIATHOTO YPOBHS;

- OJIOKMpOBAaHUS AOCTyNa HEUAECHTU(ULIUPOBAHHOTO OOBEKTa WM CyObEKTa,
HOJ/UIMHHOCTh KOTOPOTO MpH AayTeHTU(UKALMKU HE MOATBEPAUIACh, METOAAMH,
YCTOWYUBBIMU K [IEPEXBATY;

- KOHTPOJISL 32 CETEeBOM aKTMBHOCTBIO MPUIIOKEHUN U OOHAPYKEHUSI CETEBBIX
aTax.

[loncucrema peanusyeTcss BHEAPEHUEM TPOrPAMMHO-AINIAPATHBIX KOMIUIEKCOB
MEKCETEBOI0 YKpaHUpoBaHus Ha rpanuue JICB.

4.5. IMoacucrema aHaau3a 3alIMIEHHOCTH

[loacucrema aHanu3a 3alMIIEHHOCTH JOJDKHA OOecreunBaTh BBISBICHUS
ySI3BUMOCTEH, CBsi3aHHBIX C omuOkamu B kKoHpurypamuu I[10 UCIIH, xoTOphIE
MOT'YT OBITh UCIIOJIB30BaHbl HAPYIITUTEEM ISl PeaiM3alli aTaku Ha CUCTEMY.

OYHKIMOHANI TOJCUCTEMbl MOXET OBITh peaau30BaH MNPOTPAaMMHBIMU U
MPOrPaMMHO-ANIIAPATHBIMU CPEJICTBAMU.

4.6. Iloacucrema oOHApy:KeHUsI BTOP:KEHU I

[Toncucrema oOHApYKEHHUS BTOP)KEHUN JOJKHA OOECIICUMBATH BBISBICHUE
ceTeBbIX aTak Ha 31eMeHThl MCIIJIH moakItodeHHbIC K CETSIM OOIIETO IMOJIb30BaHMS U
(MIIK) MEXAYHApPOJHOTO OOMEHa.

OYHKIMOHANI TOJCUCTEMbl MOXET OBITh peajru30BaH MPOTPAMMHBIMU U
MPOrpaMMHO-ANIAPATHBIMU CPEJICTBAMU.



4.7. TIoacucrema KpunTorpapuyecKoi 3ammThI

[Toncucrema kpunTorpaduueckor 3alMTHl MPEAHA3HAUYCHA IS MCKITFOUEHUS
HC/I x 3amumaemoii uandopmanuu B UCII/IH MuHHCTEpCTBA, MIpU €€ Mepeaade o
KaHaJlaM CBSI3U CETEH OOIIETo MOoIb30BaHus U (M) MEKIyHAPOIHOTO OOMEHA.

[loncucrema peanusyeTcss BHEAPEHHEM KpUNTOTpadhUUECKUX MPOrpaMMHO-
anmnapaTHbIX KOMIIEKCOB.



5. Hoabs3oBareau UCIIAn

B KOHHGHHI/II/I HHd)ODMaHI/IOHHOﬁ 0C30I1aCHOCTH OIIPpCACICHBI OCHOBHBIC

KaTeropuu Imosib3oBareneil. Ha ocHoBaHMM 3THX KaTeropuil J0JKHA OBITh
npousBeaeHa tunuzanus noaszosarenei MCII/IH, onpeneneHsl X ypoOBHH JOCTyNa
Y BO3MOXHOCTH.

B WCIIJlH MuHUCTEpCTBA MOXHO BBIIACIUTH  CIEAYIONIME  TPYIIIBI
M0JI30BATENIEH, YUaCTBYIOIIMX B 00paboTke U XpaHeHuu [1/1H:

- Apmunuctparop UCI/H;

- AIMUHUCTpaTOp OE€30MACHOCTH;

- Onieparop UCII/IH;

JlanHple 0  Ipymmax  [OJIb30BaTeNAIX, YPOBHE MX  JOCTyna H
MH()OPMUPOBAHHOCTU JOJDKHBI OBITh OTpakeHbl B [l0JIOKEHUH O pa3rpaHUYeHUU

IpaB JIOCTyIa K 00padaTblBaeMbIM IIEPCOHATIBLHBIM TAHHBIM.

1. Aamunucrparop UCII/In

Anvmunuctpatop MCIIJIH - COTpyJHUK MUHHCTEPCTBA, OTBETCTBEHHBIN 3a
HACTPOMKY, BHEPEHUE 51 COMPOBOXKICHUE NCIIIH. Ob6ecmeunBaeT
byHKIHOHUPOBaHUE MOJACUCTEMBI yrpaBieHus noctynom WCII[H u ynomHomoueH
OCYUIECTBJISTh MPEAOCTABIEHUE U pa3TPaHUYECHHE TOCTYNa KOHEYHOIO MOJIb30BATENs
(Oneparopa APM) K a5ieMeHTaM, XpaHsIIUM epCOHATbHbIE JaHHBIE.

Anmvunuctpatop UCII/IH o61agaeT cienyomuM ypoBHEM AOCTYIAa U 3HAHUM:

- o0amaer noaHoM nHpopManuen 0 CHCTEMHOM U ITPUKJIAAHOM IPOTPaMMHOM

ob6ecnieuernnu UCIIH;

- o0amaet noaHoU nHpopMaIuel 0 TEXHUYECKUX CPEJICTBAX U KOH(PUTYpalun

NCIIdx;

- UIMEET JIOCTYM KO BCEM TEXHUUYECKHUM CPEJICTBaM 00pabOTKK MH(pOpMAUU U

nanabiM MCITIH;

- o0aiaer npaBaMu KOHPUTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPONKH

texHnueckux cpencts UCIIH.

2. AIMHUHHCTPATOP 0€30MACHOCTH

AnmuHHCTpaTOp 6€30MacHOCTH - paOOTHUK MUHHUCTEPCTBA, OTBETCTBEHHBIN 32
¢bynkunonupoanune  C3II[JJH, Bkimouas  oOCHyKMBaHHME W HACTPOUKY

aIMUHHUCTPATUBHOM, CEPBEPHOU U KIMEHTCKON KOMIIOHEHT.



AnMuHHCTpaTOp 0€30MacHOCTH 00JIaaeT CICAYIONIMM YPOBHEM JOCTyNa H
3HAHMU:

- obnanmaer npaBamu Anmunucrparopa UCIT/IH;

- obnanaet nmoinHoM uHbopmaruen 06 UCIT/H;

- ©UMEeT JOCTYIl K CPEJCTBaM 3alllUThl HH(POPMAIMU U MPOTOKOJIUPOBAHUS U K
yacTH KirodeBbix dneMeHToB UCII/IH;

- HE UMEET IpaB J0CTyIa K KOHPUTYPHUPOBAHUIO TEXHUUECKHUX CPEJICTB CETH 3a
HCKJIIOYEHHUEM KOHTPOJIBbHBIX (MHCIEKIMOHHBIX).

AJMUHHUCTpATOp 0€30MacHOCTH YIIOJTHOMOYECH:

- peayIM30BbIBaTh MOJUTHUKK Oe3omacHocTh B 4act HacTpoku CK3U,
MEKCETEBBIX SKPAHOB M CHUCTEM OOHApYy>KEHUsSI aTak, B COOTBETCTBUU C KOTOPHIMU
nonb3oBatenb (Oneparop UCII/IH) momy4aeT BO3MOXKHOCTb pabOTaTh C dJIEMEHTaAMHU
NCIIdx;

- OCYILIECTBIISITh AyAUT CPEJICTB 3AIIUTHI;

- YCTAHABJIMBAaTh JIOBEPUTEJIbHBIC OTHOIICHMS CBOEW 3alMIIECHHOW CETU C

CETSAMM IPYTUX Y UPEKICHUN.

3. Omnepartop UCITIn

Omnepatop APM — 0TBETCTBEHHOE JUI0, OCYIIECTBISIIONTNI 00padoTky I1JH.
Oo6pabotka [1/IH BkiItOUaeT: Bo3MOKHOCTh npocmotpa I1/H, pyunoit BBoa I1/IH B
cuctemy UCII/IH, popmupoBaHue CripaBoOK U OTYETOB 10 WH(MOPMAITUH, TTOTYICHHON
n3 HCIIJA. Onepatrop He MMEET NOJHOMOYMW IS YHOPABIEHUS MOJCHUCTEMaMH
o0paboTku nanubix U C3I1JH.

Omneparop UCII/Ix o6nagaeT cneayommM YpOBHEM JOCTyNa U 3HAHUM:

- o0jajaer BCceMU HEOOXOJIMMBIMU aTpuOyTamMu (Hampumep, MapoJieM),
00ecreunBaOIIUMU AOCTYT K HEKOTOpOMY NoaAMHOecTBY 11J1H;

- paciojaracr I(OH(I)I/II[GHHI/IEUIBHBIMI/I JaHHBIMH, K KOTOPBIM UMCECT JTOCTYII.



6. TpeGoBaHus K nmepcoHasy no oodecnevyenuo 3amuTol IJIH

Bce coTpynHuKM MHUHUCTEpCTBA, sBistomuecs mnoap3oBatensmu MCIIIH,
JIOJKHBI YETKO 3HATh U CTPOTO BBIMOJHATH YCTAHOBJICHHBIC MPAaBUJIa U 00S3aHHOCTH
M0 JOCTYNy K 3alluIlaeMbiM OOBEKTaM M COOJIIOJICHUIO MPHUHATOTO PEKHUMa
oe3omacuHoctH I1/1H.

[Ipn BcTymIeHHMM B JOKHOCTH HOBOTO pPAaOOTHUKA HEMOCPEACTBEHHBIM
HAaYaJIbHUK TOJpa3/IeJICHUs], B KOTOPOE OH TMOCTyIaeT, 00s3aH OpPraHUu30BaTh €ro
O3HAKOMJICHUE C JOJDKHOCTHOW HWHCTPYKLIMEH U HEOOXOJUMBIMU JOKYMEHTaMH,
periaMeHTupyronmMu TpeboBanus no 3amure [1J[H, a Takke oOydeHHE HaBBIKAM
BBITIOJIHEHUS TIPOLIEYpP, HEOOXOIUMBIX JJIsi CAaHKIMOHUPOBAHHOTO HCIIOJIb30BAHUS
NCII .

PaGoTHuK NOJKEH OBITH 03HAKOMIICH CO CBeICHMsIMU Hactosiiei [lonmutukwy,
NPUHATHIX Ipouenyp padotsl ¢ anementamu UCITn u C3I1/]H.

PaboTHUKM  MUHHCTEPCTBA,  HUCIOJB3YIOIIME  TEXHUYECKUE  CPEICTBA
ayTeHTU(PUKalUM, JOHKHBI  00ecleuynBaTh COXPAHHOCTh  UJICHTU(DHUKATOPOB
(anekTpoHHBIX Kitodeil) u He aomyckaTth HCJl k HUM, a Tak € BO3MOXXHOCTh HMX
yTEPU WIM MCIOJIb30BaHMs TPEeTbUMHU JulaMu. [loap30BaTenn HECYT MEPCOHAIBHYIO
OTBETCTBEHHOCTH 332 COXPAHHOCTh UJICHTU(PUKATOPOB.

PaboTHHUKN MUHHCTEPCTBA JOJDKHBI CJIEA0BATh YCTAHOBJIEHHBIM IpoIeaypaM

nojjiep)kanus pexxuma 6e3omacHocTH I1/IH pu BEIOOpE M HMCIIOJIB30BAHUU ITAPOJICH

(ecyii HE UCTIOJIB3YIOTCSl TEXHUUECKUE CPEJICTBA ayTEHTU(UKAIIIN).

CoTpyIHUKH MHHHCTEPCTBAa JOJDKHBI OOECIeUMBATh HAMJISKAIIYIO 3allUTy
00Opyl0oBaHUs, OCTaBIsieMOro 0e3 MPUCMOTpPa, OCOOCHHO B TEX Cllydasx, KOrja B
MOMEIIIEHUE MMEIOT JIOCTYI MOCTOPOHHME Jinila. Bce monb3oBaTenu JAOKHBI 3HATH
TpeboBanusi 1o Oe3zomacHoctu [I/lH w mpoueaypsl 3amuThl  00OPYIOBAHMS,
OCTaBJIEHHOTO 0€3 MPUCMOTpPa, a TAKXKE€ CBOM OOS3aHHOCTH IO OOECIEYEHUIO TaKOM

3aIlUTEL.



PabGoTHukaMm 3ampemniaercsi yCTaHaBIMBATh IOCTOPOHHEE MMPOTPAMMHOE
oOecrieueHue, MOAKIOYATh JUYHbIE MOOUJIBHBIE YCTPONCTBA M HOCHUTENU
uHpOpMaIInK, a TAKXKE 3aMMCHIBATh HA HUX 3aIUIIAEMYI0 HH(OPMAILIUIO.

PabGoTHuKkaM 3amperiaercsa pasriamarh 3aiuiaeMyo HHHOpMaIUo, KOTopast
CTaJla UM M3BECTHa Mpu padoTe ¢ MHPOPMAIMOHHBIMU CUCTEMaMU MHUHUCTEPCTBA,
TPETHUM JIUIIaM.

[Tpu padote c [1n B UCIT[IH paOOTHUKM MUHUCTEPCTBA 00s3aHbl 00ECIICUHTh
OTCYTCTBHE BO3MOKHOCTH IpocMoTpa IIJIH Tperbumu nmunamu ¢ MOHUTOpOB APM
VI TEPMUHAIIOB.

[Tpu 3aBepmienuu padotel ¢ UCII[An corpynnuku o0si3anbl 3amuTuTh APM
WIM TEPMUHAJBI C MOMOIIbIO OJOKMPOBKU KIIOUOM WJIM 3KBHUBAJIEHTHOI'O CPENCTBA
KOHTPOJIs, HaI[pUMEP, TOCTYIIOM I10 MapOJIt0, €CIIM HE UCTIOIB3YIOTCS 00Jee CUIIbHBIC
CpEJICTBA 3aIIMTHI.

PaGoTtHuku MuHucTepcTBa JTOMKHBI OBITH MPOMH(DOPMUPOBAHBI 00 yrpo3ax
HapylieHus pexxuma Oe3ornacHocTd [IJ[H M OTBETCTBEHHOCTH 3a €ro HapyIICHHE.
OHU JOJDKHBI OBITH O3HAKOMJIEHBI C YTBEPXKIEHHOM (opManibHON mMpoLe ypo
HaJIO)KEHUs1 AUCUUIUIMHAPHBIX B3bICKAHUW HA COTPYAHUKOB, KOTOPBIE HaPYIIWIU
MPUHSATHIC IOTUTUKY U MPOIeAyphl Oe3onacHocTu [1]1H.

PaGoTHuku o0si3aHbl 0€3 MpoMeIeHUs coo0IaTh 000 BCeX HaOJI0/1aeMbIX
WM TIOJI03pUTENbHBIX citydasx padotsl UCIT/IH, Morymux mossieds 3a cO00# yrpo3bl
oeszonacHoctu II/[H, a Takke O BBIABICHHBIX HMH COOBITHSAX, 3aTpParuBarOLINX
oe3omacHocTh [1/[H, pyKOBOACTBY TMOApa3ieNeHUss W JIMIly, OTBEUAIOIIEeMy 3a

HEMEJJICHHOE pearnpoBaHue Ha yrpo3sl OezonacHocTH [1][H.



7. Jlo/xkHOCTHBIE 00s13aHHOCTH noJib3oBareseid UCII/In

JlomokHOCTHBIE 00s13aHHOCTH Tosib3oBartene MCIIJIH onucanbl B ClIeAYIOMIMX
JIOKYMEHTAX:

- Uucrpykuus agmuauctparopa UCI/IH;

- UncTpykius anmuauctpaTopa 6e3onacaoctu UCIx;

- Muctpykuusa nons3oBarens UCII/IH;

- HHCTpYKHH}I ITOJIB30BATCIIA IIPH BO3HHUKHOBCHHWHN BHCIITATHBIX CHTyaHHﬁ.



8. OtrBercTBeHHOCTH padoTHNKOB UCII/IH MUHHCTEpPCTBA

B cootBerctBUM cO cT. 24 DeaepanbHOoro 3akoHa Poccuiickoit deaepanuu ot
27 wrona 2006 r. Ne 152-@3 «O mnepcoHanbHBIX JAHHBIX» JMIA, BUHOBHBIE B
HapylieHuu TpeOoBaHUil naHHOro defepanbHOr0 3aKOHA, HECYT TPaKIAHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, NHCUUIUIMHAPHYI0O W HHYK MIPELYCMOTPEHHYIO
3aKoHoAaTenbCcTBOM Poccuiickon denepann OTBETCTBEHHOCTb.

JelicTBytolee 3akoH01aTeabcTBO PD 1mo3BoIIAET NMPebsIBIsATh TPEOOBAHUS 11O
oOecrieyeHuto  Oe3omacHOM  paboThl ¢ 3alIMIiaeMod  uHpopmanuedn U
NpEeIyCMaTpUBaeT OTBETCTBEHHOCTh 3a HApPYLUIEHUWE YCTAHOBJIEHHBIX MPaBHII
sKkcIuryaTaiuu OBM u cucrtem, HenmpaBOMEpHBIH TOCTYN K MH(GOpMalUH, €CIH 3TU
NEHUCTBUS MPUBEIN K YHUYTOXEHUIO, OJIOKMPOBAHUIO, MOAU(UKAIIMN UHPOPMALIMH
Wi HapyueHuto padbotet DBM unu ceteit (ctatbu 272,273 u 274 YK PO).

Anvmunuctpatop WCIIJlH u  agMuHHCTpatop  0€30MacHOCTH  HECYT
OTBETCTBEHHOCTh 32 BCE€ JCHCTBHUSA, COBEPILICHHBIE OT UMEHU UX YUYETHBIX 3alUCeu
WIM CUCTEMHBIX YUETHBIX 3allMCeH, €clii He J0Ka3aH (akT HECAaHKIMOHUPOBAHHOIO
MCIIOJIb30BAHUS YUETHBIX 3aIUCEN.

[Ipu HapymieHusix paOOTHUKaMH MUHHCTEPCTBa — Tmosib3oBateneit WCII/H
OpaBWi, CBsI3aHHBIX C Oe3zonmacHocThio IIJ[H, OHM HecyT OTBETCTBEHHOCT,
YCTAHOBJIEHHYIO JEHCTBYIOIINM 3aKOHOATENLCTBOM Poccuiickoit denepanumu.

[TpuBeneHHble BbIlIE TPeOOBaHWUS HOPMATUBHBIX JOKYMEHTOB IO 3aIUTE
uHpopManuu JOJKHBI ObITh OTpakeHbl WHcTpykuumu mnons3oBarens WCIIAH, a
TaK)K€ BOIPOCHl OTBETCTBEHHOCTH 3a pa3rjiallleHue W HECAaHKIHOHUPOBAHHYIO
Moaudukamuio (nckaxenne, dampcudukanuio) [1JIH, a Taxke 3a HEMPaBOMEPHOE
BMEILIATEIBCTBO B MPOLECCHl UX 00paboTKK oTpakeHsl B [lonoxenun o6 oOpaboTke

ITIn 8 UCII/IH.



9. CnucoK HCHOJIb30BaHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATUBHO-IIPABOBBIMU W MCTOAMYCCKUMH JOKYMCHTAMH, Ha

KOTOPBIX O6a3upyercs Hacrosee [lonoxxenue sBisoTCS:

1.

®enepanbHbiil 3akoH oT 27.07.2006 1. Ne 152-D3 «O nepcoHAIBbHBIX
naHHeIX»  (manee — D3  «O  mepcoHaNbHBIX  JAHHBIX»),
YCTaHABIMBAIOIIUN OCHOBHBIC MPHUHIMIBI U YCIOBHUSA OOpabOTKH
[11n, mpaBa, O0OS3aHHOCTH U OTBETCTBEHHOCTh YYACTHHKOB
OTHOUIEHUH, CBSA3aHHBIX ¢ 00padoTkoi I1/1H.

«OO0 yTBEp)KIEHUU TEPEUHsS MEp, HANpPaBIEHHBIX Ha OOECHEeUYEeHHE
BBINIOJIHEHHE  OOS3aHHOCTEM, TMPEIYCMOTPEHHBIX (enepalbHbIM
3aKOHOM «O MEePCOHANIBHBIX TAHHBIX» U NPUHATHIMUA B COOTBETCTBUU
C HHM HOPMATHUBHBIMU MPABOBBIMU AaKTaMH, OIIEpaTOpaMu,
ABJIIONIMMUCS ~ TOCYHApCTBEHHBIMM  WJIM  MYHHUIHMNAIbHBIMU
opraHamu», B coorBeTcTBUM ¢ [loctanoBnenuem llpaBurenscra PO
or 21.03.2012 Ne211.

«TpeboBaHus K 3alIMTE MEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKE B
MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX»,
YTBEPKIECHHOE [Tocranosnennem IlpaBurensctBa POD ot
15.09.2018r. Ne 687.

«TpeboBaHusi K MaTepUATbHBIM HOCHUTENISIM OHOMETPUYECKUX
NEPCOHANIBHBIX JIAHHBIX M TEXHOJIOTHSIM XPAHEHMS] TaKuWX JaHHBIX
BHE  HH(OPMALMOHHBIX  CHUCTEM  MEPCOHANBHBIX  JIAHHBIXY,
yrBepxaeHHbIe [ToctanoBnenuem IIpaBurensctBa PO ot 06.07.2008
r. Noe 512.

HopmatuBHO-MeTOM4eCKHEe JOKYMEHTHl DefepaibHON CITyKObI 10
TEXHUUYECKOMY U JKCIEPTHOMY KOHTpost0 Poccuiickont denepaunu
(manee - ®CTOK Poccun) o obecneuenuro 6e3onacHoctu [1JIH mpu

ux 06padotke B UCII/]H:



MeTtoauka onpeaeneHus akTyaabHbIX YIPo3 0€30MacHOCTH
MEPCOHANIBHBIX JJAHHBIX MTPU UX 00paboTKe B HH(DOPMAITMOHHBIX

CUCTEMAax MEepCOHANBHBIX JaHHBIX, YTB. 3aM. qupekropa @CTIK

Poccun 15.02.08 .



€e

Cnucok coorsercrBust pynkuuii noacucrem C3II/IH kiaccy 3aliMIIeHHOCTH

[Ipunoxenue

[Inan - mepeyeHb TEXHUYECKUX MEPONPHUATHIA 10 00eCcieueHHI0 0€301MacHOCTH

Ne VCILIL K3 K2 K1
I B noacucreme ynpaiieHHs 1OCTYIIOM:
Peanu3zoBath uieHTUGUKALNIO U IPOBEPKY MOATUHHOCTU CYOBEKTOB JIOCTYIA MPU
1 Bxo/e B onepanuonnyto cuctemy MCII/Ix o naposato yclioBHO-IIOCTOSSHHOTO + + +
NEeHCTBUS IJIMHON HE MEHee MIeCTH OYKBEHHO-IIU(POBBIX CHMBOJIOB
Peanu3oBath uieHTHGUKALINIO TEPMUHATIOB, TEXHHUECKUX CpeAcTB 00pabdoTku [1/1H,
2 y3n0B UCIT/IH, KoMIIbIOTEPOB, KaHATIOB CBsI3H, BHEIIHUX ycTpoiicTB UCIIIH o ux - + +
JIOTUYECKUM UMEHaM (azpecam, HoMepam)
3 PeamilsoBaTI, I/‘I’IIGHTI/I(i)I/IKaHI/IIO porpaMM, TOMOB, KaTaJIOTOB, (ailJIoB, 3aIUCeH, i + N
1oJIeH 3anucel No MMeHam
4 Peanu3oBaTh KOHTPOJIB IOCTYIA CYOBEKTOB K 3allIUIIAEMbIM PeCypcaM B i + 4
COOTBETCTBUU C MATPHUILIEN JOCTYIA
nipu Hanmmuuu noaxkoueHus MCIIIH k ceTsiM 00111ero mojab30BaHus JOHKHO He ke 5-ro He amxe 4-to He mmxe 3-ro
5 MIPUMEHSATHCS MEKCETEBOE IKPAHUPOBAHUE YpOBHSI YpOBHSI YpOBHSI
3aIIMIIEHHOCTH | 3aIlMIEHHOCTH | 3allUIIEHHOCTH
Jlst oGecnieyeHust 6e3onacHOro MexceTeBoro B3aumoaeiicteus B UCIIn as He nmwxe 5-ro | He nmxe 4-ro He nmxe 3-ro
6 Pa3HBIX KJIACCOB HEOOXOIMMO HUCIIOJIB30BATh MEKCETEBON IKpaH YPOBHSI YPOBHS YPOBHS
3alIMIIEHHOCTH | 3aIMIIEHHOCTH | 3al[MIIEHHOCTH
II CpeJCTBO 3alIMTHI OT MPOrpaMMHO-MaTeMaTnyeckux BosaencTauii (IIMB):
PeanuzoBath nieHTHGUKALINIO U ayTeHTHDHUKALNIO CYyOBEKTOB OCTYIA IPU BXOJIE B
CPEICTBO 3alllUThl OT MPOrpaMMHO-MaTeMaTuueckux Bo3aercteuil (IIMB) u nepen
1 BBITIOTHEHUEM UMH JIFOOBIX ONEpaluii o ypaBIeHUIO QYHKITUSIMU CPEJICTBA N N N
3amuThl oT [IMB 10 mapostto (v ¢ uCroyib30BaHUEM HHOTO MEXaHU3Ma
ayTeHTU(UKAIIUN) YCIOBHO-TIOCTOSIHHOTO JCHCTBHSI ITTMHON HE MEHEee IIeCTH
OYKBEHHO-II(PPOBHIX CUMBOJIOB
[IpenycMoTpeTh MeXaHU3MbI OJIOKHPOBAHUS JIOCTyIA K CpecTBaM 3amuThl oT [IMB
3 + + +

ITPH BBIIIOJTHCHHUHU YCTAHABJIMBACMOI'0 YU CJIa HCYJAUYHBIX ITOIIBITOK BBOJAA ITAPOJIA
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Heo6xoaumMo npoBoauTh naeHTHUKAINIO (HalIOB, KATAJIOTOB, POTPAMMHBIX
MOJYJIEM, BHEIIHUX YCTPOMCTB, UCIOJIb3YEMBIX CpEeACTB 3aiuThl oT [IMB
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B noacucreme perucrpanuu u yuera:

OcCyIIeCcTBIATh PETUCTPALIMIO BXO/A (BBIX0/1a) CYOBbEKTa IOCTYIA B CUCTEMY (U3
CUCTEMBI), 100 pEerucTpaluio 3arpy3Ki U HHUIUAIU3AINHA ONIEPAlMOHHON CUCTEMBbI
U €€ IPOrpaMMHOI'0 OCTaHOBA. Perucrpanys BbIXOAa U3 CUCTEMBI UM OCTAHOBA HE
MPOBOJUTCS B MOMEHTHI annaparypHoro otkiatouenus UCIIIu. B napamerpax
perucTpanyy yka3plBaloTCs 1aTa U BpeMs BXoJa (BbIXo/1a) CyObeKTa JOCTyIa B
cuctemMy (M3 CUCTEMBI) UJIU 3arpy3KHu (OCTAaHOBA) CHCTEMBI;

[TpoBOIUTH yUeT BCeX 3alMIIAEMbIX HOCUTENEH HHPOPMALIMU C TOMOILBIO X JII000H
MapKUPOBKH U C 3aHECEHUEM YUYETHBIX JaHHBIX B KypHaI (yU4ETHYIO KapTOUKY)

[TpoBOIUTH PETUCTPAINIO BX0/1a/BBIX0/1a CYOBEKTOB JJOCTYIA B CPEICTBO 3ALIUTHI OT
[IMB, peructpaliuio 3arpy3ku 1 MHULAAIU3AIIH 3TOTO CPEACTBA U €€
IIPOrpaMMHOT0 OCTaHOBa. B mapamerpax perucrpanuu yKa3blBaeTCsl BpeMsl U JaTa
BX0/1a/BbIX0JIa CyOBEKTa JOCTyMa B cpeacTBO 3amuThl oT [IMB nnu
3arpy3Ku/0CTaHOBA ATOTO CPENICTBA, a TAKKE UICHTHU(PHUKATOP CyObEKTa I0CTYyIa,
WHUIMUPOBABIIETO JIaHHbIE NEHCTBUS

[IpoBoauTh perucrparuio coobITuil IpoBepku 1 ooHapyxenus [IMB. B napamerpax
perucTpanuy yka3blBatoTCsl BpeMs M JaTa NpoBepkH win oOHapyxenus [IMB,
UIACHTUPUKATOP CYObEKTa JOCTYyNa, MHUIIMUPOBABIIETO IaHHbIE JEHCTBUS, XapaKTep
BBINOJIHAEMBIX JICHCTBUI MO POBEpKE, TUIl OOHAPYKEHHOM BpeIOHOCHOM
nporpamMmel (BII), pesyabTar neiictBuil cpeacTsa 3amuThl o 6aokuposanuto [IMB

[TpoBoAUTH perucTpaiuio COOBITHI TT0 BHEAPEHUIO B CpeIcTBO 3amuThl oT [IMB
nakeToB OOHOBIIEHUH. B mapameTrpax perucTpaium yka3blBaloTcs BpeMs U JaTa
0OHOBJIEHHUS, UACHTU(DUKATOP CYyOBEKTa AOCTYIA, MHUIIUMPOBABLIETO JJAHHOE
JIeiCTBUE BepCHsl U KOHTPOJIbHAs CyMMa MaKeTa OOHOBJICHMS;

[IpoBoauTh perucrpanuio cCOObITUH 3amycKa/3aBepiieHns padboTsl MOIyJIel CpeaCcCTBa
3amuTel oT [IMB. B mapamerpax perucrpanuy ykas3bIBalOTCs BpeMsl U jaTa
3aIycka/3aBepuieHus paboThl, HACHTUPHUKATOP MOIYJIs, HIEHTU(DUKATOP CYyOBEKTa
J0CTYIa, MHUIIMMPOBABIIETO JJAHHOE JEHCTBUE, pe3yIbTaT 3alyCKa/3aBepIIeHus
paboTHI;
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JOJ’KHA POBOAUTHCS PETUCTPALUs COOBITUI YIIPABICHUS CyOBEKTOM JI0CTYTIA
¢bynkuusaMu cpeactsa 3amuTsl oT [IMB. B mapamerpax perucrpanuu yka3slBaloOTCs
BpeMs U JlaTa COOBITHS yIPaBICHUs Kaxa0u QyHKIMEH, naeHTuuKaTop u
cneunpukanus QyHKIUN, HACHTUPUKATOP CyOBEKTa JOCTYIA, UHUIIUHPOBABIIETO
JAHHOE JIeCTBUE, pe3yIbTaT ACHCTBUS;

[TpoBOIUTH pErUCTPAINIO COOBITHI MOMBITOK JIOCTYIIA POTPAMMHBIX CPENICTB K
MOJyJIsIM cpejicTBa 3amuThl oT [IMB nnu cnenuansabM JoByIIKaM. B mapamerpax
perucTpaiyy yKa3plBalOTCS BPEMS M JaTa MOIBITKH JOCTYIA, UACHTU(UKATOP
MOJyJIsl, UAeHTU(UKATOp U crenrdukanus Moayns cpeacrsa 3amurtel ot [IMB
(cienMaabHOM JIOBYIIKH), PE3YJIbTAT MONBITKH JTOCTYIIA,

[TpoBoauTh perucTpanuio cCoOBITUI OTKaTa s cpeacTBa 3ammTel oT [IMB. B
napaMmeTpax perucTpaly yKa3bIBalOTCS BpeMsl U JaTa COOBITHS OTKaTa,
cnienuuKanus AeHCTBUNA 0TKATa, HACHTU(UKATOP CYyOBEKTa JOCTYyTIA,
VHULIMMPOBABILIETO JAHHOE JICHCTBUE, pE3yJIbTaT ACHCTBUS;

10

Ob6ecneunTh 3al0UTY JAaHHBIX PETUCTPAIUN OT UX YHUYTOXKCHUA NI MOI{I/I(bI/IKaIII/II/I
HapyYHIUTCIIEM;

11

Peanmn3oBaTh MeXaHU3MBI COXPAaHCHUSA JAaHHBIX PETrUCTpallvi B CJIydac COKpAIICHHA
OTBCACHHBIX IIOJ HUX PECYPCOB;

12

Peann3oBaTh MEXaHNU3MBbI TPOCMOTPA U aHAIM3a JAHHBIX PETHCTPALUU U UX
¢buabTpanuu Mo 3aJaHHOMY Habopy MapamMeTpoB;

13

[IpoBoaNTH aBTOMATHUECKUI HEPEPHIBHBI MOHUTOPUHT COOBITHI, KOTOPHIE MOTYT
SABIATHCS MpUUUHON peanuzauuu [IMB (coznanue, perakTupoBaHue, 3amuch,
KOMIWISIIHS 00bEKTOB, KOTOpBIE MOTYT conepxkath BII).

14

PeanusoBarh MEXaHU3M aBTOMaTUYECKOIO aHAIN3a JAHHBIX PErUCTPALIMU 110
mabaoHaM TUNOBBIX nposiBiieHuit [IMB ¢ aBToMaTnyeckum ux 6JIOKUPOBaHUEM U
yBEJIOMJICHHEM aIMUHHICTpaTOpa 0€301acHOCTH;

15

[TpoBOIUTH HECKOJIBKO BUJIOB yueTa (AyOIMPYIOIINX) C pETUCTpaIel Bbl1aun
(mpuema) HocuTenel nHpopMaIuy;

16

OcCyIecTBIATh PETUCTPAINIO BXOAA (BBIX0/1a) CYOBEKTOB JIOCTYIA B CHCTEMY (U3
CUCTEMBI), TUO0 PETUCTPAIIUS 3aTPy3KH U HHUITHATH3AIINN OTICPAIIMOHHON CUCTEMBI.
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17

Ocy1ecTBIATh PErMCTPALMIO BbIIaYX EYaTHBIX (TpapUuecKnx) JOKYMEHTOB Ha
«TBEPyIO» KOMHUI0. B mapamerpax perucrpanuu ykasbBaroTcs (1aTa U Bpems
BbIJIauM (0OpaleHus K MOJICHCTEME BBIBOIA), CIICIM(UKAIINS YCTPOUCTBA BhIIAYN —
JIOTUYECKOE UMs (HOMEp) BHELIHETO YCTPONCTBA, KPATKOE COJAEPIKaHUE
(HanmeHoBaHue, BUu, MHU(QP, KOA) U YpOBEHb KOH(PUACHIUAIBHOCTH TOKYMEHTA,
UACHTU(DUKATOP CYOBEKTA JOCTYIA, 3aIPOCUBIIETO JOKYMEHT;

18

Ocy1mecTBIATh PErMCTPALIMIO 3aITyCKa (3aBEpLICHUs) IPOTrPaMM U IIPOLIECCOB
(3amanuii, 3a1a4), NpeJHa3HAYCHHBIX Il 00pabOTKH 3amuiiaeMbix (aiiinos. B
napameTpax perucTpalyu yKa3blBalOTCs JaTa U BpeMs 3aIycKa, UMs
(upentudukarop) nporpammsl (Iporecca, 3a1aHus ), HACHTUPHUKATOP CyObEeKTa
JOCTYIIa, 3alIPOCUBIIIEr0 IPOrpaMMy (IIpoLiece, 3alaHue), pe3yJIbTarT 3arycka
(ycremHsblIil, HEYCIEeUTHbIN — HECAHKIIMOHUPOBAHHBIN),

19

OcCyIecTBIATh PETUCTPALMIO ONBITOK AOCTYIAa IPOrPaMMHBIX CPEICTB (IIporpamm,
MIPOIIECCOB, 3a/1a4, 3a/IaHui) K 3anuimaeMbIM (aiinam. B mapamerpax perucrpanuu
YKa3bIBAIOTCS J]aTa U BPEMs TIOIBITKY JIOCTYIIA K 3alIuiaeMomy (aiiny ¢ yKkazaHuem
ee pe3yibTara (yCIlenHas, HeyCIelHas — HeCAaHKIIMOHUPOBAHHAs ), UICHTU(DUKATOP
cyOBeKTa JTOCTyIA, crienu(uKaIys 3amumaemMoro (daiina;

20

OcyIecTBIATh PEruCTPALUIO TMOMBITOK IOCTYIA MPOTPAMMHBIX CPEJICTB K
CJICAYIOUM JOITOJIHUTCIBbHBIM 3alllUIIIaCMbIM 00BEKTAM A0CTYyIIa: TCpMUHAJIAM,
KomrbtoTepaM, y3iam cetd MCII/IH, nuHusAM (KkaHagaM) CBSI3U, BHEITHUM
YCTpOWCTBaM KOMIBIOTEPOB, TpOrpaMMam, TOMaMm, KaTajoram, ¢aiiam, 3amucsm,
noJisiM 3anuceil. B mapameTpax peructpanyy yKa3blBalOTCs JlaTa U BpeMsl HOIBITKH
JOCTYTIA K 3alIUIaeMOMY O0BEKTY € yKa3aHHEM ee pe3yibTaTa (yCIenHas,
HeyCHelllHas — HECAaHKLIMOHUPOBaHHasl ), MJIEHTU(UKATOp CyOBEKTa 10CTyIa,
crenuQuKanus 3auiaeMoro 00beKTa — JJIorniyeckoe uMst (Homep);

21

ITpoBOIUTH yueT Bcex 3alUInaeMblX HOCUTeNelH HHPOPMAIIUU ¢ TOMOIIBIO UX
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHal (YUETHYIO KapTOUKY);

22

OcymiecTBiSITh OYUCTKY (OOHYJICHHE, 00E3TUIMBAHNE) OCBOOOKTAEMBIX 00IacTei
OTepaTHUBHON MaMSATH KOMIIBIOTEPOB U BHEIIHUX HaKomuTene. OuncTka
OCYIIECTBIISIETCS OTHOKPATHON TPOU3BOJIBHOI 3aIHUCHI0 B 0CBOOOKIAEMYIO 00JIaCTh
MaMsITH, paHee UCTIOIb30BAHHYIO JJIs XpaHEHUs 3allUIaeMbIX JaHHBIX ((ailios,
nHpopmManun);

IV

B moacucreme o0OecIieueHus ICIIOCTHOCTH:
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O6ecneunTh MEeIOCTHOCTh MPOTPAMMHBIX CpencTB 3amuThl B coctaBe C3I1/IH, a
TaK)K€ HEM3MEHHOCTh IPOrpaMMHON cpebl. [Ipu 3TOM 1IETOCTHOCTD CPEACTB 3aIUThI
MPOBEPSIETCS TIPH 3arpy3Ke CUCTEMBI 110 HATHMYUIO UMEH (MICHTH(PUKATOPOB)
komrnoHeHT C3I1/IH, 1ea0CcTHOCTh MPOrpaMMHOI Cpe/ibl 00ecIeYnBaeTCs
orcyrctBueM B MCIIJIH cpencTB pa3paboTKu U OTIIAJIKK IIPOTPAMM;

OcymectBiarh puznaeckyro oxpany UCII/Ia (ycTpoiicTB 1 HOCUTENneih
uH(popmMalun), npeaycMaTpuBaroias KOHTpoib foctyna B nomemmenus UCIT
MMOCTOPOHHUX JIMILI, HATMYMUE HAJICHKHBIX MPENATCTBUN JIJI1 HECAHKIIMOHUPOBAHHOTO
nporrkHoBeHus B momemenus MCI/{x u xpanunuiie HocuTenei nHGOpMaIni;

[IpoBoauth nepuoanveckoe rectupoBanue Gynkmuit C3I11H npu n3menennn
nporpammHuoit cpenbl 1 nepconana MCII/{x ¢ momolipio TecT-nporpamm,
umuTupyromux nonsitku HC/I;

JOJKHBI OBITH B HATMYMHU cpezicTBa BocctaHoBieHus C3I1/IH, npexycMaTpuBatomiye
BEJICHUE JIBYX KOMHIA TPOTPAMMHBIX CPEJICTB 3alIUTHI HH(POPMAIIUU, HX
NEPUOINYECKOE OOHOBJIEHUE U KOHTPOJIb pab0TOCIIOCOOHOCTH;

[IpoBOaUTH MPOBEPKY LETOCTHOCTH MOAYJIEH cpencTBa 3amuThl oT [IMB,
HEOOXOIUMBIX JJISl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IIPU €T0 3arpy3Ke ¢
KCIOJIb30BAHUEM KOHTPOJIbHBIX CYMM;

ObecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS cpecTBa 3auThl oT [IMB,
npeycMaTpUBAIOIIasl BEJACHUE JIBYX KOIMUU IPOrPAMMHOTO CPECTB 3alUThI, €ro
TIEPUOINYECKOe OOHOBIICHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH;

Peann3oBaTh MeXaHU3MBbI TPOBEPKH LIETOCTHOCTH AKETOB OOHOBJIEHUH Cpe/icTBa
3amuThl oT [IMB ¢ ucnosnb30BaHNEM KOHTPOJIBHBIX CYMM;

[TpoBoauth pezepBHOE KonupoBanue [1/IH Ha oTuyk/1aeMble HOCUTENIN HHPOPMAIIHH;

B nmoacucreMe aHTUBHPYCHOM 3aLUTHI:

IIpoBoauTh aBTOMaTHUECKYIO POBEpKY Ha Hanuue BII wim nocnencrsui IIMB
npu ummnopte B UCII/Ix Bcex mporpaMMHBIX MoyJiel (IPUKIaAHBIX IPOTPAMM),
KOTOpBbIE MOTYT cofepxath BII, Mo MX THUIOBBIM I1a0JIOHaM U ¢ TOMOILBIO
HBPUCTHYECKOTO AHATIN3A;

PeanuzoBaTh MeXaHU3MbI aBTOMAaTHYECKOI'O 6J'IOKI/IpOBaHI/I}I OGH&p}DKCHHBIX BII
IyTeM HUX YAAJICHUA U3 ITPOTrpaMMHBIX Monyneﬁ WA YHUYTOXKCHHA,
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PerynspHo BemonHATH (1pu niepBoM 3amycke cpencts 3amuThl [1/1a ot [IMB u ¢
yCTaHaBJIMBAaEMOW NEPUOJNYHOCTBIO) IPOBEPKA HAa IpeaMeT Hanuuus B HUX BII;

JlomkHa nHUIMUpPOBaThCs aBToMarudeckas nposepka MCII/IH Ha npenMeT HaIn4us
BII npu BeisiBiennn ¢akra [IMB;

PeannzoBaTh MEXaHU3M OTKaTa [yl YCTAHABIMBAEMOI'O YNCIIA ONIEPALUN yIaICHUS
BII u3 oniepatuBHON WM IOCTOSIHHOW MTaMATH, U3 IIPOIPAMMHBIX MOJIYJIEU U
IIPUKJIAHBIX IPOrPaMM WA IPOrPaMMHBIX CPEICTB, coaepxkamux BIT.

Hononautensno B UCII/IH nomkeH mpoBOAUTHCS HENPEPHIBHBINA aBTOMATHYECKUI
MOHUTOPHUHT MH(POPMAITMOHHOTO 0OMEHA C BHEITHEH CEThIO C 11eNbI0 BhIsiBieHus BIl.

VI

Kontpons orcyrcteuss HIIB B [10 C31

J1st mporpaMMHOTO 00€CTIeYeHH S, UCTIOIB3YeMOT0 TIPH 3aIIuTe HH(OPMAIHH B
NCTI/H (cpeacts 3amuthl uHGopmanmu — C3M, B TOM yuciie U BCTPOSHHBIX B
o0IIeCHCTEMHOE U TIPUKIIAIHOE ITporpaMMHoe obecniedernue — [10), momkeH ObITh
o0ecriedeH COOTBETCTBYIOIINM YpOBEHb KOHTPOIIs oTcyTcTBHs B HeM H]IB (ue
JIEKJIapUPOBAHHBIX BO3MOXKHOCTEM).

VII

Oo6napyxenue Bropxkennii B UCI1/IH

OOHapyxeHue BTOPKEHUH JOIDKHO 00eCIIeurBaThCs IyTEM UCIOIb30BAHUS B
cocraBe MCII/IH nporpaMMHBIX WM IPOrPaMMHO-aIIIAPATHBIX CPENCTB (CUCTEM)
obHapyxenus Bropxkenuii (COB).

HCO6XOI[I/IMO 00s13aTeNIbHOE MCIIOIH30BAHUE CHCTEMBI 06Hapy>KCHI/I$I CCTCBbIX aTak,
HCITOJIB3YIOIME CUTHATYPHBIC MCTObI aHAJIn3a

HCO6XOI[I/IMO 00s13aTeNIbHOE UCITOIb30BAaHUE CHCTEMBI O6H8.py>K€HI/I$I CCTCBBIX aTak,
HCITOJIB3YIOINME CUTHATYPHBIC MCTObI aHaJIn3a U MCTOAbI BBIABIICHUA aHOMAJTHH

VIII

3ammra UCI1Ix or IIDMUH

Jlnst 06paboTku nHpOopMaru HeodxoauMo ucnoib3zoats CBT, ynoierBopsomye
TpeboBaHusAM cTaHapToB Poccuiickoit deaepanuu Mo MeKTpOMarHuTHOM
COBMECTHMOCTH, TI0 6€30MaCHOCTH U 3PTOHOMHUYECKUM TPeOOBaHUAM K CpEICTBaM
0TOOpakeHHsI UH(pOpPMAaLIMH, TTO CAHUTAPHBIM HOPMaM, IIPEIbABISEMBIM K
BUjeoaucIuieMHbIM TepMuHanaM [I9BM (nanpumep, I'OCT 29216 91, TOCT P
50948-2001, 'OCT P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX

Onenka cootBerctBust UCIIJIH Tpe6oBanmsm 6e3onacHoctH [1/1H




€e

[TpoBecTu 00s3aTENBHYIO CEPTUPHUKAIMIO (ATTECTAIHMIO) TIO TPEOOBAHUSIM
6e30macHOCTH HHPOPMALINY;

JlexnmapupoBaTh COOTBETCTBUE WUJIH 00S3aTENBHYIO CEPTUPHUKAINIO (aTTECTALIHIO) TIO
TpeboBaHMAM Oe30macHOCTH HHGOPMAIUH (TI0 PEIICHHUIO ONIepaTopa);

[Mpumeuanue: Jdns UCIIOH 4 xnacca nepedeHb Meponpustuil o 3amurte [1J[H onpenensercs B 3aBUCUMOCTH OT yuiepOa

KOTOpBIfI MOJKET OBITH HAHSCEH B CJICACTBMN HCCAHKITMOHWPOBAHHOI'O MJIM HCIIPCAHAMCPCHHOT'O AOCTYIIA K HI[H
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